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Note: To ensure proper operation, please read this manual thoroughly before using the
product and retain the information for future reference.

Copyright © 2017 Siqura B.V.
All rights reserved.
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Application Note v2 (122910-2)
AIT55

Nothing from this publication may be copied, translated, reproduced, and/or published by
means of printing, photocopying, or by any other means without the prior written permission
of Siqura.

Siqura reserves the right to modify specifications stated in this manual.

Brand names
Any brand names mentioned in this manual are registered trademarks of their respective
owners.

Liability
Siqura accepts no liability for claims from third parties arising from improper use other than
that stated in this manual.

Although considerable care has been taken to ensure a correct and suitably comprehensive
description of all relevant product components, this manual may nonetheless contain errors
and inaccuracies. We invite you to offer your suggestions and comments by email via
t.writing@tkhsecurity.com. Your feedback will help us to further improve our documentation.

How to contact us
If you have any comments or queries concerning any aspect related to the product, do not
hesitate to contact:

Siqura B.V.
Zuidelijk Halfrond 4
2801 DD Gouda
The Netherlands

General : +31 182 592 333
Fax : +31 182 592 123
E-mail : sales.nl@tkhsecurity.com
WWW : http://www.tkhsecurity.com
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1 About this application note

Document scope
This application note gives guidelines for TKH Security PID camera and lighting installation.
We strongly recommend that you follow these guidelines because they will help you achieve
optimal PID performance and reliable detection.

Once the camera and lighting equipment is in place, you can use a web browser to connect to
the camera and set up its PID functionality. The steps you should follow when creating and
configuring detection zones are described in the User Manual of the specific camera.

Intended audience
This document is intended for installers and technicians involved in the installation of security
camera systems and security lighting systems.

Assumed skills and know-how
Installers and technicians should have adequate knowledge and skills in the following fields.

● Installing electronic devices

● Video surveillance systems

● Camera technologies

● Lighting technologies

We like to hear from you!
Customer satisfaction is our first priority. We welcome and value your opinion about our
products and services. Should you detect errors or inaccuracies in this application note, we
would be grateful if you would inform us. We invite you to offer your suggestions and
comments by email via t.writing@tkhsecurity.com. Your feedback will help us to further
improve our documentation.
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2 Camera installation
Installing cameras and lighting for surveillance purposes requires specific professional skills.
The requirements for camera images processed with automatic PID functionality differ
significantly from the requirements for images monitored by human observers.

Often, in conventional surveillance camera setups, the camera is aligned such as to provide a
clear overview of the entire site, including a natural horizon showing some of the sky. For PID
purposes, however, the only relevant part of the scene is the detection zone. All other parts
are irrelevant and can have the following adverse effects.

● They leave fewer pixels for the objects within the detection zone. This can decrease PID
sensitivity and may lead to degraded detection performance.

● A bright sky or a bright street light in the image causes the Automatic Gain Control (AGC)
of the camera to adjust. This results in a darker image for detection of objects.

To help you accomplish optimal PID performance, this chapter provides instructions and
examples on where to place cameras and how to configure their settings for PID application.

Warning: For optimal PID performance and a stable and reliable detection system, it is
essential that installers meticulously follow the detailed installation instructions in this
chapter and the lighting guidelines provided in the next chapter. Otherwise, PID performance
can be very poor.

In This Chapter
2.1 About perimeter intrusion detection.......................................................................... 5

2.2 General instructions................................................................................................ 5

2.3 Focus....................................................................................................................6

2.4 Camera placement..................................................................................................7

2.5 Camera position....................................................................................................10

2.1 About perimeter intrusion detection
Perimeter intrusion detection (PID) is an early warning application which triggers an alert
when a predefined perimeter within the area monitored by the PID camera is violated. The
PID video analytics in the camera use configurable detection zones, detection lines, object size
filters, and detection algorithms to identify and track an object through the camera scene. The
video content analysis algorithms continuously monitor the video images and decide when to
issue an alert.

2.2 General instructions
Camera type
● BC840-PID: full-HD IP box camera with embedded PID.

● BC840-PID-XT: full-HD IP box camera with embedded PID, extended temperature.

● Do not use dome cameras for PID.

The shape of a dome camera inherently introduces problems with raindrops and such
which deteriorate the image quality.
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Shutter
● Disable autoshutter.

Image sharpness
● Optimise sharpness, brightness, and gain to acquire a sharp image.

Detection range
● Do not exceed a range of 70 metres for the detection area.

The maximum range of the detection area for well-focused cameras in good light
conditions is 70 metres. This includes the dead zone below the camera. Note that bad
weather conditions, such as rain, can significantly reduce the maximum range.

This specification is not valid for fisheye lenses. It is strongly dependent on the amount of
image distortion caused by the curved lens.

Lens

Selecting the right lens for your application is essential.

● Use a lens with a good transparency ratio with F=1.0 to F=1.5 (inclusive)

● Use a lens and camera type which are suitable for both daylight and infrared lighting (if
applicable) without adjustments after setup.

● Use a lens with a viewing angle which fits the detection zone.

The area outside the detection zone is irrelevant and its appearance in the image should
be minimised.

Bad camera image due to raindrops and low light
conditions

2.3 Focus
Focus adjustment
● Adjust the camera focus using a large screen and low light conditions - that is, at the end

of dusk, for example.

Low light conditions make it much easier to achieve accurate focus because the depth of
field is smaller with a fully opened lens. As an alternative, an optically flat, smoked glass
or neutral density filter can be placed in front of the lens during camera setup. The optical
characteristics of this filter must be precisely known.

Focus distance
● Adjust focus to 75% of the maximum detection distance.

Camera installation
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For a detection distance of 60 metres, for example, objects must be pin-point sharp at 45
metres.

Camera seems properly focused in the daytime. Same scene at night. Not properly focused. Also,
not enough light and camera should point farther
down. Image unusable for detection.

2.4 Camera placement
Detection zone
● Make sure that the camera image encircles the detection zone as tightly as possible when

you select camera positions.

The detection zone should fill the entire image, taking a safety margin into account. In the
picture below, this margin is indicated by a blue rectangle positioned at a distance of
approximately 20 pixels from the edges of the camera image. The image below is 720x576
pixels.

Detection zone should be inside the blue bounding
box

Stable mount
● Take care that the camera and lighting are fixed as steadily as possible and do not shake

due to wind or passing vehicles.

Camera installation
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Unobstructed camera view
● Make sure that the camera view is not obstructed by any stationary objects such as plants

and trees.

Plants and trees outside the detection zone may grow into the zone over time, reducing
performance. Branches and bushes inside the detection zone need pruning to prevent
them from triggering false alarms. Also, take seasonal changes into account.

● Make sure that there are no other (moving) obstructions between the camera and the
detection area.

To avoid occlusion, do not place the detection zone on the opposite of a road, unless the
camera is mounted sufficiently high to prevent passing trucks from touching the detection
zone. Also avoid flags, and steam or smoke rising from pipes and chimneys.

● If the detection area includes a fence, place an additional camera behind the fence, for
good detection.

A fence in the scene automatically implies the end of the virtual fence. Mind the dead zone
beneath the additional camera.

● Keep the lens clean.

Avoid mounting the camera in corners which may be favoured by spiders to build webs.
Also arrange regular cleaning of the camera lens.

Good camera positioning. Image is almost entirely
used for the zone. Camera is focused on foreground,
though. Refocusing in low-light conditions (at night)
is required to bring the background into sharp focus.

Shadows
● Eliminate shadows inside the detection zone which may cause false alarms.

Shadows cast by trees, branches, and bushes moving in the wind may trigger unwanted
alarms. Also, take the shifting position of the sun in the daytime into account. At night,
shadows may be cast by street lights shining light on trees.

Light sources
● Never face the camera towards direct light sources such as the sun, street lights, and

vehicle head lights (especially in dark surroundings).

● Aim the camera in such a way that it does not point into direct sunlight throughout the
day. Take the sunrise and sunset points, and the position of the sun in the sky, over
seasons, into account.

Camera installation
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Camera blinded by sunlight, making surveillance of
fence almost impossible.

Same scene at night. Street lights shining into
camera. Automatic iris makes image too dark.

● If the camera has a sun shade, extend it as far as possible to protect the camera from
direct sunlight, rain, snow, and other weather conditions.

Rain drops on the lens interfere with detection and can even render it impossible. Take
care that a sun shade does not block part of the detection zone.

● Prevent vehicle head lights from shining directly into the camera.

Mount the camera in a place where this is avoided. To prevent false alarms, you can also
place a fence or other blocking object.

Avoid car headlight interference

● Avoid false alarms from vehicle head lights shining into the detection area.

Place a fence or blocking object between the road and the detection area to prevent the
light from shining into the detection area.

Camera installation
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Car head light beams through the fence (picture on the right)

2.5 Camera position
Aiming the camera
● Do not aim cameras at the sky or any scenery that is not in the detection zone. Make sure

the detection area fills the view as much as possible. If too much of the area around the
detection zone is visible, the objects in the zone (expressed in pixels) become smaller
which negatively affects the detection.

Camera is aimed too high. Too much sky and
blinding street lights.

Motion detection

The PID functionality works on the basis of motion detection. It would be ideal to view the
detection area in a straight line from above. However, in most practical cases, this is not
possible. On the other hand, if we point the camera at objects horizontally we cannot see
objects move. We can only observe a small change in size, so that motion is difficult to detect.
Therefore, it is essential to mount the camera at sufficient height, depending on the size of
the detection area, to prevent that only small changes in size can be observed at the back of
the scene.

Camera installation
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Imagine using one eye and seeing a cyclist approach you slowly from great distance. There is
hardly any increase in the size of the cyclist relative to the background. Now imagine watching
the same cyclist from above. In the second case, motion can be detected far more easily than
in the first case.

Smallest detectable object
● Make sure that the smallest object which can be detected with a degree of certainty is

5 pixels wide and 20 pixels high.

Another definition is ”pixels on target”, which would be 5x20=100.

Definition of pixels for standard PAL analog camera

Object size in pixels versus distance to camera, for cameras mounted at different heights

Viewing angle and mounting angle
● Make sure that the camera viewing angle and mounting angle are in accordance with the

detection zone.

Camera installation
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Camera viewing angle, mounting height, and object height

Dead zone

If there is to be a sequence of camera images, to create a virtual fence around the perimeter
of a site, for example, one must take the dead zone of a camera into account. This dead zone
is underneath the camera.

● Make sure that camera images overlap in such a way that relevant objects are always
completely visible on at least one camera.

In the diagrams below, if the person moves into the dead zone of cam2, he remains fully
visible in cam 1. The dead zone of cam 2 is covered by cam 1.

Overlapping dead zones for straight lines

● Keep the dead zone underneath the camera (cam2) in mind when it is mounted at a
corner Again, cam 1 must cover this area.

Overlapping dead zones around corners

Tripwire

For tripwire application, point the camera lengthwise to the tripwire.

Camera installation
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Camera placement for tripwire

Camera installation
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3 Lighting guidelines
Insufficiently lit images make object detection difficult or even impossible. This chapter
provides instructions for optimal light distribution throughout the camera scene.

In This Chapter
3.1 Light distribution...................................................................................................14

3.2 Positioning lights...................................................................................................16

3.3 Lux meter............................................................................................................17

3.4 IR light................................................................................................................17

3.1 Light distribution
Even distribution
● Make sure that there is sufficient light and that it is evenly distributed across the entire

detection zone.

The camera image must be uniformly lit - that is, light should be distributed such as to
avoid significant differences between light and dark areas.

Near-perfect lighting. Camera should zoom in
slightly.

The upper left of the image above is slightly overlit, which makes detection difficult in that
area, especially in bad weather conditions. To remove the interfering light source, the camera
should be slightly zoomed in, not forgetting to take the safety margin into account. Note that
zooming in increases the dead zone beneath the camera a little, though.

Alternatively, one could tilt the camera down a little. This would decrease the dead zone
beneath the camera, but would give fewer pixels at the far end of the detection zone,
compared to zooming.
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Example of uneven light distribution

Detection in the dark areas of the image above will be difficult. The light should be distributed
more uniformly. To remove the street lights from the image, the camera should point farther
down. This will improve the overall brightness of the image.

If possible, the camera should be placed forward a little to remove the metal cylinder from
view. Light reflected by this cylinder may trigger false alarms and affect the automatic
brightness control of the camera.

Camera partially blinded by effects of bright light scattering in fog

To remove the lights in the background from the image in the scene above, the camera
should point farther down.

Poor light distribution. Overlit foreground. Underlit
background.

Lighting guidelines
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The bright light reflected from the container in the picture above makes the camera close its
iris to such an extent that only objects in the illuminated area are visible. The rest of the
image is far too dark for reliable detection. Therefore, the light must be placed differently,
shining lengthways along the fence to be monitored. Also, the camera must point farther
down to have the detection zone cover almost the entire image. Focus needs adjusting as
well. As noted earlier, this is best done at night when it is easier to establish incorrect focus
and to check whether the image has enough brightness for reliable detection.

3.2 Positioning lights
Optimal position
● Use bright lights placed outside the camera view on the edge of the detection zone, not

too close to the camera.

Cast shadows must be avoided. Otherwise, the image will be very dark in those areas. If
lights are placed next to the camera, the foreground will be overlit. The camera will
compensate this with its (electronic) iris. As a result, the background will be underlit which
makes detection more difficult.

Camera is partially blinded by extra light (picture on the right). This effect is aggravated by a slight
drizzle.

In the two pictures above, two-thirds of the image can be used for PID. To remove the sky
(no need for detection there) from the image, the camera should point down more. This would
also decrease the dead zone underneath the camera.

The camera image includes a street light mounted on the wall. This may negatively affect the
overall image brightness at night. Having the camera point farther down removes this street
light. This will benefit the overall image brightness because the automatic iris will not have to
compensate the bright light source.

Lighting guidelines
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Light source too far from camera

The image in the picture above is too dark. Lighting is installed in the middle of the site. As a
result, we see cast shadows behind the trucks. Under bad weather conditions, these areas will
soon be too dark for reliable detection, particularly with multiple vehicles parked along the
verge.

A side effect of underlit images is the strong increase of visible image noise. This noise can
seriously hamper the detection. This situation calls for additional lighting.

3.3 Lux meter
You can use a lux meter to determine the intensity of the light in the detection zone. Proper
detection requires at least 5 lux. The following table gives examples of light intensities.

Light source Lux
Sunlight 100,000 - 130,000

Daylight (indirect sunlight) 10,000 - 20,000

Daylight (cloudy) 1,000

Office 200 - 400

Daylight (heavy clouds) 100

Dusk 5 - 10

Minimum requirement for PID 5

Candlelight (at 1 metre) 1

Full moon in clear sky 0.27

Quarter moon in clear sky 0.01

3.4 IR light
Minimal intensity
● If you use infrared (IR) light make sure that the minimal intensity for the camera is met.

Focal length
● Note that the focal length is usually different for day and night when working with infrared.

Lighting guidelines
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This can result in an out-of-focus picture at night if it was focused in the daytime and vice
versa.

Lighting guidelines
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Appendix: Checklists
Camera OK
Autoshutter set to OFF

Camera lens corrected for IR light (if applicable)

Focus adjusted under low-light conditions

Focus set to 75% of maximum detection distance

Brightness and gain set correctly

Sunshade fully extended to protect against sun and rain

Camera securely mounted to prevent movement and vibration from wind

Detection zone OK
Camera image almost entirely taken up by detection zone

No sky in camera image

Safety margin (blue box) taken into account

Sunshade - if visible in camera image - does not touch detection zone

No dead zones when using multiple cameras for virtual fence application

Objects remain fully visible in at least one camera scene when using a sequence of
cameras

No cast shadows

No trees, branches, and bushes waving with wind

No shadows of trees, branches, and bushes waving with wind

Timely pruning of trees, branches, and bushes scheduled

No moving obstacles (passing cars, flags) between camera and detection zone

Headlights of passing vehicles cannot shine directly into camera

Headlights of passing vehicles cannot shine into detection zone

Lighting OK
Sufficient and evenly distributed lighting across entire detection zone

No direct sunlight shining into lens at any time of day

Position of sun over seasons taken into account

No interference from bright lights in camera image at night
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